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ABSTRACT

Effective and efficient link analysis techniques are needed to help law enforcement and intelligence agencies fight organized crimes such as narcotics violation, terrorism, and kidnapping. In this paper, we propose a link analysis technique that uses shortest-path algorithms, Priority-First-Search (PFS) and two-tree PFS, to identify the strongest association paths between entities in a criminal network. To evaluate effectiveness, we compared the PFS algorithms with crime investigators’ typical association-search approach, as represented by a modified Breadth-First-Search (BFS). Our domain expert considered the association paths identified by PFS algorithms to be useful about 70% of the time, whereas the modified BFS algorithm’s precision rates were only 30% for a kidnapping network and 16.7% for a narcotics network. Efficiency of the two-tree PFS was better for a small, dense kidnapping network, and the PFS was better for the large, sparse narcotics network.
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1. INTRODUCTION

Organized crimes such as terrorism, narcotics violations, armed robbery, and kidnapping often involve multiple offenders who are connected through various relationships (e.g., kinship, friendship, co-workers, or business associates) [16]. These criminals can be treated as a network in which they interact and play different roles in illegal activities [22]. For instance, a narcotics network may consist of interrelated criminals who are responsible for handling the supply, distribution, sale, and smuggling of drugs, or even money laundering. Members in a terrorist network may have shared religious beliefs or attended terrorist training together previously so that they trust each other and cooperatively plan and commit terrorist attacks [20]. In a broader sense, a criminal network may be composed of a variety of entities (e.g., organizations, locations, vehicles, weapons, properties, bank accounts, etc.) in addition to persons. Learning associations between these entities is a critical part of uncovering criminal activities and fighting crimes. To achieve this goal, crime investigators often employ a method called link analysis [8, 16, 24] which can help generate investigative leads and uncover missing information that may be buried in a criminal network. In a narcotics network, for example, link analysis may reveal that a group of offenders actually belong to the same drug supply chain. In a homicide crime, link analysis may find “hidden”, intermediate persons connecting the victim with the suspect who denies knowing the victim. 

Link analysis usually consists of two major tasks: extracting information about entity associations from raw data (e.g., telephone records, surveillance logs, and crime reports) and constructing a network representation, and identifying associations between seemingly unrelated entities in a network. Both tasks can be very time-consuming and labor-intensive. Current link analysis practice in law enforcement is mainly an ad-hoc manual process. To solve a crime, investigators may spend a large amount of time performing extensive database searches, reading crime reports, and looking for clues of criminal associations. Although some software packages have been labeled with “link analysis tools”, they provide only visual representations of criminal networks and are “still not doing the analysis” [24]. Because of these problems, link analysis is used only for high-profile cases. Effective and efficient link analysis techniques are needed to help fight crime [22].

To address the lack-of-technique problem, we propose using two variations of the classical shortest-path algorithms [11] for link analysis. Our evaluation studies assess both the effectiveness and efficiency of the proposed algorithms. The effectiveness issue concerns whether association paths found by the proposed algorithms are more useful for uncovering investigative leads than those found by a modified Breadth-First-Search (BFS) algorithm. The modified BFS algorithm to a large extent simulated the manual approach of association search by crime investigators and was used as a benchmark technique for effectiveness comparison. The efficiency issue concerns which shortest-path algorithm is faster in what type of networks.

The rest of the paper is organized as follows. Section 2 reviews the literature on link analysis and the shortest-path algorithms. Section 3 presents the modified BFS algorithm. The two proposed shortest-path algorithms are introduced in section 4. Evaluation and results are presented and discussed in section 5. In section 6 we conclude the paper and suggest directions for future work.

2. LITERATURE REVIEW

In this section we review network construction techniques proposed in previous research and existing link analysis tools. We then introduce the algorithms for computing shortest paths in a graph.

2.1 Link Analysis

2.1.1   Network Construction

To entail link analysis, an indispensable task is to extract information about entities and their associations from large amounts of raw data and convert the information into a network representation. Usually entities are represented by nodes and associations between them are represented by links in a network. Different network construction methods may be needed, depending on whether the raw data are structured database records or unstructured textual documents. 

Several techniques have been developed for constructing network representations of structured data records. For example, Goldberg and Senator [14] suggested that consolidation and link formation operations be performed on transactional data records during investigations of financial crimes. Consolidation is a process of “disambiguating and combining identification information into a unique key which refers to specific individuals” [14]. Links or associations between consolidated individuals are formed based on a set of heuristics such as whether the individuals have shared addresses, shared bank accounts, or related transactions. This technique has been employed by the U.S. Department of the Treasury to detect money laundering transactions and activities [15]. A different network construction method used by COPLINK Detect [17] is based on the concept space approach developed by Chen and Lynch [6]. A concept space can be treated as a network in which nodes represent domain-specific concepts and links represent weighted co-occurrence associations between concepts [17]. In COPLINK Detect, nodes are records of entities (persons, organizations, vehicles, and locations) stored in crime databases. In such a network, an association exists between a pair of entities if they appear together in the same criminal incident. The more frequently they occur together, the stronger the association. The concept space approach is primarily a statistic-based approach and differs from the heuristic-based one in [14].

Some other techniques can build networks based on information extracted from unstructured data or textual documents. Lee [21] developed a technique to construct criminal networks from free texts. This approach can extract entities and events from textual crime reports by applying a large collection of predefined patterns. Associations among extracted entities and events are formed using relation-specifying words and phrases.  For example, the phrase “member of” indicates an entity-to-entity association between an individual and an organization; the word “arrest” may suggest an entity-to-event association between an individual and an arrest event.  This approach relies heavily on a fixed set of predefined patterns and rules and thus has a limited scope of application. The concept space approach [6, 17], as mentioned earlier, can also be used to construct networks from textual documents. Instead of using structured data from databases, it uses noun phrases extracted from crime reports as entities to build a criminal network. An association or co-occurrence relationship exists between a pair of entities as long as they appear together in the same report. However, the noun phrases extracted may not necessarily be the entities that interest the crime investigators. Success of this type of network construction approaches, to a large extent, depends on the development of named-entity extraction technique [7], which is the automatic identification from text documents of the names of entities of interest, such as date, time, number expression, person, location, and organization [5, 
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2.1.2 Link Analysis Tools

In addition to network construction, another important link analysis task is searching for possible associations between entities. However most existing link analysis tools can only visualize criminal networks and do not offer much help with association search. This section will provide a review of existing link analysis tools. 

The earliest link analysis tool is the Anacapa charting system [16] which has been used extensively in law enforcement since its introduction. Based on human-extracted association information, the system can generate a two-dimensional visual representation of a network with different symbols representing different types of entities. However, this tool does not facilitate association search and an investigator must manually examine the network display to find association paths between entities or confirm initial suspicions about specific suspects [24]. Other link analysis tools such as Netmap [15] and Analyst’s Notebook [19] are also designed for network visualization rather than for association search. 

A link analysis tool called Watson [2] can search and identify direct associations between entities by querying databases. Given a specific entity such as a person’s name, Watson automatically forms a query to search for other records that are related to the person. For example, an analyst may want to find out who is related to a kidnapped child. The related records found by Watson, which may include the child’s relatives, friends, or other acquaintances, will be linked to this child and presented in a link chart. COPLINK Detect [17] can also be treated as a link analysis tool which provides direct association search functionality.

In the next section we review shortest-path algorithms, which we propose to address the problem of identifying the strongest associations between entities that are not directly related. Although these algorithms have been studied and employed widely in other domains, their importance and relevance to link analysis have not yet been recognized in law enforcement.

2.2 Shortest-path Algorithms

Shortest-path algorithms are a type of graph search algorithms. They can identify the optimal paths between nodes in a graph (i.e., a network) by examining link weights. Conventional shortest-path algorithms have been used in many applications such as robot motion planning [4], computer network routing [23], transportation and traffic control [26], critical path computation in PERT charts, etc. Recently, a neural network approach in artificial intelligence has been proposed for shortest-path computation [1, 3]. In this section we review the conventional approaches and briefly introduce the neural network approach. 

The Dijkstra algorithm [11] is the classical method for computing the shortest paths from a single source node to every other node in a weighted graph. Most other algorithms for solving this problem are based on this algorithm but have improved data structures for implementation [12]. For example, the Priority-First-Search (PFS) algorithm [9] is faster than the Dijkstra algorithm because of the use of a priority queue.

Unlike the classical Dijkstra algorithm, the two-tree Dijkstra algorithm computes the shortest path from a single source node to a single destination node, rather than to every other node in a graph. Previous studies have demonstrated that the two-tree Dijkstra algorithm can be much faster than the Dijkstra algorithm. According to Helgason et al. [18], in most cases the Dijkstra algorithm generated a shortest-path tree containing approximately 50% of the nodes in a graph before the shortest path between a source node and a destination node was found. Shortest-path trees generated by the two-tree Dijkstra algorithm, in contrast, contained only 6% of the nodes in the graph. This might save a substantial amount of computational time.

Some researchers have proposed neural network approaches to solving the shortest-path problem. Araujo et al. [3] extended Ali and Kamoun’s study [1] and applied a two-layer Hopfield net to the shortest-path problem. In their Hopfield net, each neuron corresponds with a link in a graph. The value of a neuron is 1 if the link it represents participates in the shortest path and 0 otherwise. It has been found that the two-layer Hopfield net could be faster than conventional shortest-path algorithms because of its parallel architecture. However, these proposed Hopfield net approaches work only for networks of small size (e.g., 40 in [3]).

In summary, previous studies have proposed some techniques for network construction in link analysis. However, little research has been done to address the association search problem. Specifically, an effective and efficient link analysis technique is needed to find association paths between two or more source entities not directly related. Moreover, the paths found should reveal strong associations between entities so that important investigative leads can be uncovered. We propose to use the shortest-path algorithms to achieve this goal. To compare the proposed algorithms with current link analysis practices, in our pilot study we recorded and analyzed the association search processes of crime investigators experienced in link analysis.  We found that the typical association search approach can be described as a breadth-first search [9].  However, such an approach cannot guarantee finding the strongest associations between entities and thus may not successfully generate investigative leads. In the next section we present the modified BFS algorithm, which simulates the typical association search.

3. The Modified BFS Algorithm 

Since existing link analysis tools are limited to direct association search, crime investigators must explore links manually when they have entities that are not directly related. We found that a typical search starts with a single source entity and incrementally builds up an association path during link exploration. For example, a crime investigator may need to find associations between two seemingly unrelated drug offenders. In this case, the crime investigator may start with one offender’s name and use a link analysis tool to find all entities that are associated with the offender in previous crimes. By reading each crime report, the investigator can determine whether a link is useful for generating a new lead to connect the two offenders. He then selects those useful links and does further searches, in which entities associated with the newly selected entities from the previous round are examined. He keeps exploring new entities until an association path is found that connects the two offenders.  

Such a search process is very similar to a graph traversal algorithm called Breadth-First-
Search (BFS) [9], except that an investigator may consider link usefulness during exploration. To describe this algorithm, we use the notation found in [18]. The input of this algorithm is a weighted directed graph G = (N, A) with a node set N and a link set A, |N| = n, |A| = m. A nonnegative number, lij, is used to represent the weight of the link (i, j)( A. Each node u( N has an incoming link set, In(u), and an outgoing link set, Out(u). Since our criminal networks are undirected graphs, In(u) = Out(u).

Starting at a source node s, BFS can find paths leading to a target node t. It works by maintaining a traversal tree T rooted at the node s. In this tree, the child nodes of a specific node u are u’s outgoing neighbors in the graph G. Initially T contains only s. The algorithm then collects all the outgoing neighbors of s in G and sets them as the child nodes of s. For each child node of s, the algorithm further finds its children and adds them to the tree. This procedure is repeated until the target node t is reached. The time complexity of a BFS algorithm is O(n+m) [9].

As indicated earlier, a crime investigator may not explore all entities associated with a specific entity but selects only those having strong associations. We therefore modified the BFS algorithm so that when it finds the children of a node, it selects only those neighbors that have a link weight greater than a predefined threshold value. The modified BFS algorithm is presented in Figure 1. 
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Notice that multiple paths may exist between the source entities s and t. BFS simply finds one such path and does not guarantee to identify the strongest associations between source entities.  This suggests that the shortest-path algorithms may be a better option.

4. SHORTEST-PATH ALGORITHMS

To find the strongest associations between two or more source entities we propose to employ conventional shortest-path algorithms. However, to apply the algorithms, a network representation transformation must be made.

4.1 Network Representation Transformation

In our criminal networks, the strength of an association between two directly connected nodes is represented by their link weight, which is a number between zero and one. A link weight can be treated as a probability measure indicating how likely it is that two nodes are related. In general, the probability of a set of mutually independent events occurring together is the product of the probabilities of the individual events. Therefore, if two nodes are not connected directly but by a path consisting of a sequence of intermediate links, the strength of the association between these two nodes should be the product of the weights of these intermediate links. For example, if node A and node C are connected through node B, and the weights of the intermediate links (A-B) and (B-C) are 0.5 and 0.8, respectively, then the weight of the path (A-B-C) would be 0.4. To find the strongest association between a pair of nodes, therefore, is to find the path with the largest weight product. Figure 2 presents an illustrative example.

In this figure, the number beside each link is that link’s weight or association strength. Two paths, (A-B-C-D) and (A-E-D), exist between the source node A and the destination node D.  The association strength of path (A-B-C-D) is 0.28  (0.5X0.8X0.7), and the association strength of path (A-E-D) is 0.24 (0.8X0.3).  Therefore, path (A-B-C-D) has a stronger association between node A and node D than path (A-E-D).
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Although the shortest-path algorithms can identify the optimal path between a pair of nodes, they cannot be used directly to identify the strongest association between the two nodes. This is because of the following two representation problems:

(a) In a general weighted graph, the weight of a link represents the distance or cost of traveling from one end of the link to the other. Therefore, a low weight is preferred to a high weight. However, a link weight in a criminal network is an indicator of how strongly the two nodes are related to each other. Thus, a high weight is preferred to a low weight.

(b) The shortest path is often computed based on the minimum total weight, which is the sum of the weights of the links along this path. However, our objective is to find a path with the maximum weight product. 

In order to address the two representation problems, we transformed the link weight in a criminal network to a distance measure in a new graph representation. In this new graph, the nodes are the same as those in the original network, but the new link weights are computed based on the original weights using a simple logarithmic transformation:
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where l is the link weight in the new graph, and w is the corresponding link weight in the original network. Given this transformation, we postulate the following axioms:

(1) All link weights in the new graph are nonnegative numbers.

(2) A lower link weight in the new graph corresponds with a higher link weight in the original network.

(3) The shortest path (using summation of link weights) between a pair of nodes in the new graph generates a path with the maximum link weight product among all the alternative paths between these two nodes in the original network.

Proof: 

Proofs of these three axioms are fairly straightforward, following the transformation equation directly.

Axiom (1) 

Since 
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Axiom (2)
Let 
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Since 
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 is a monotonic increasing function, it follows that
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Axiom (3)

Consider the shortest path, say P, between a pair of nodes A and B. P consists of a set of links with weight 
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, where n is the total number of nodes in this graph. The total length of this path is 
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. Consider another path between node A and node B, say Q, consisting of another set of links with weight 
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Because P is the shortest path between node A and node B, we know that 
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It follows that exp(
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Axiom (1) ensures that the new graph does not contain negative-weight links, which is a necessary condition for the shortest-path algorithms [12]. Axioms (2) and (3) respectively address the two representation problems. Therefore, with such a transformation, we are able to use conventional shortest-path algorithms to identify the strongest associations between a pair of nodes or entities in a criminal network. 

4.2 Shortest-path Algorithms

We propose using the Priority-First-Search (PFS) [9] and the two-tree Dijkstra algorithm [18]. Both algorithms can compute the shortest path between two source nodes. Considering the situation where an investigator needs to find associations between more than two entities, we repeatedly use the algorithms to identify the strongest associations among multiple source nodes.

We assume that a group of nodes is strongly associated if each pair of nodes in the group is strongly associated. That is, given k source nodes (u1, u2, … , uk), we first find the shortest paths between u1 and every other source node (u2 through uk). Then we find the shortest paths between u2 and the remaining source nodes (u3 through uk). Such a process is repeated until the shortest paths between all possible pairs of the k source nodes are found. The total number of these shortest paths is k(k-1)/2. It is possible that some of these paths share common links.  If this happens, we combine the common links to avoid redundancy. 

4.2.1  The Modified PFS Algorithm

The PFS algorithm [9] is a variation of the classical Dijkstra algorithm [11]. The algorithm works by maintaining a shortest-path tree T rooted at a source node s. T contains nodes whose shortest distances from s are already known. Each node u in T has a parent, which is represented by pu. A set of labels, du, is used to record the distances from the node u to s. Initially, T contains only s. At each step, we select from the candidate set Q a node with the minimum distance to s and add this node to T. Once T includes all nodes in the graph, the shortest paths from the source node s to all the other nodes have been found. PFS differs from the Dijkstra algorithm because it uses an efficient priority queue for the candidate set Q.

With modifications, PFS can be used to compute the shortest paths from a single source node to a set of specified nodes in the graph. That is, given a set of nodes K ( N, |K| = k ( 2, and a source node s ( K, the modified PFS algorithm can compute the shortest paths from s to all u ( K, and u ( s. We therefore modify the algorithm so that it stops as soon as all u ( K are included in the shortest-path tree T. Note that when K contains only two nodes, the problem is reduced to a one-to-one shortest-path problem [18]. The modified PFS algorithm is presented in Figure 3.
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When computing the shortest paths from K’s second node to every other node in K, we repeat this procedure. Note that we do not need to compute the shortest path from the second node to the first node again, since it has already been computed. This procedure is repeated k-1 times until the shortest paths between all possible pairs of the nodes in K have been found.

We implement the priority queue using a heap tree for the candidate set Q. At each iteration of the while loop, it takes O(logn) time to search for the minimum element u from Q, and O(|Out(u)|logn) time to examine and update the distances of incident links of u. Thus the execution time for the while loop is 
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. As a result, the overall time complexity for computing all shortest paths for k nodes is O(k(n+m)logn). PFS is faster than the Dijkstra algorithm, whose time complexity is O(k(n2+m)) [12].

4.2.2  The Two-tree Dijkstra/PFS Algorithm
No modification is made to the two-tree Dijkstra algorithm because it can find the shortest path only between two nodes. The two-tree Dijkstra algorithm works by searching from both ends of the shortest path simultaneously [18]. A shortest-path tree rooted at the source node s and a shortest-path tree rooted at another source node t grow in alternate steps. The two trees are analogous except that the tree rooted at s expands a node by examining its outgoing links, and the tree rooted at t expands a node by examining its incoming links. A shortest path is found when both trees have a common node, say r, such that 
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 is the distance between r and t, respectively. We define ( as the minimum distance and J as the set of nodes that can be used to identify the shortest path. The following two-tree Dijkstra algorithm is provided in [18]. Assuming a priority queue is used for the candidate set Q, we call this algorithm two-tree PFS (Figure 4).
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Because the two-tree PFS algorithm computes the shortest path only between two nodes, it must be used k(k-1)/2 times to identify the shortest paths for all possible node pairs in K. As a result, the overall time complexity is O(k2(n+m)logn).

We did not use Floyd’s [13] or Dantzig’s [10] all-pair shortest-path algorithms, which compute the shortest path for every pair of nodes in a graph. These algorithms require a substantial execution time of O(n3) [12]. However, the execution time of the two proposed algorithms will not exceed O(k2n2), which is less than O(n3) as long as k2 < n. In most situations where k is rather small compared with n, these two proposed algorithms will work faster than all-pair shortest-path algorithms. 

5. SYSTEM EVALUATION

We conducted a user evaluation and a simulation experiment in order to assess the performance of the proposed shortest-path algorithms. The user evaluation was aimed at addressing the effectiveness issue, namely, whether association paths identified by the shortest-path algorithms are more likely to generate investigative leads than those identified by the modified BFS algorithm, which is representative of the typical association search approach. The purpose of the simulation experiment, on the other hand, was to determine which shortest-path algorithm was more efficient for what type of networks. Crime investigators often encounter the efficiency issue when they work on a large network [15]. In this section we first briefly describe our network construction process and then present the evaluation results.

5.1 Network Construction 

5.1.1 COPLINK Concept Space and AZNP

The criminal networks used in our experiment were constructed based on the same concept space approach [6] used in COPLINK Detect [17].  In such networks, the strength of an association is indicated by a co-occurrence weight. As reviewed previously, the nodes in COPLINK Detect are structured database records of entities. COPLINK Detect allows for link analysis with depth 1, that is, only nodes directly associated with source nodes can be found. 

Rather than using structured database records, our criminal networks were constructed from unstructured textual documents. This is because law enforcement agencies often rely on crime report narratives to obtain detailed criminal association information that may not otherwise be available in structured data. We used our automated noun-phrasing tool called AZNP to extract noun phrases from texts based on part-of-speech tagging and noun phrasing rules [25]. The extracted noun phrases included various entity types such as persons, locations, vehicles, and properties. Co-occurrence weights between these entities were calculated to generate association strength measures. 

5.1.2 Data Set

The Phoenix Police Department provided us with one-year’s worth of crime reports. The size of the dataset is 1GB. These reports described various types of crimes ranging from shop-lifting to auto theft, from credit card fraud to narcotics possession and sales. We selected two samples as our test bed, namely, kidnapping and narcotics, both of which are organized crimes. The size of the kidnapping report collection is 4.5MB, and the size of the narcotics report collection is 38MB. 

The crime reports varied substantially in length. For example, in the kidnapping sample, some documents simply contained a few lines about a phoned-in kidnapping report, while others had hundreds of lines detailing a kidnapping investigation. Since the length of a document can affect the co-occurrence weights of the concepts it contains [6], we removed from our data sets those reports containing fewer than five lines of text. The noun phrases were extracted from the resulting document collections, and irrelevant terms were filtered out based on a 3400-item stop word list. The noun phrases left after filtering were used as network nodes and their co-occurrence weights were calculated. Two networks were constructed: one for the kidnapping sample and the other for the narcotics sample. Table 1 presents the statistics for the two samples. 
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5.2 Results and Discussions

5.2.1 User Evaluation: Effectiveness Issue

In the user evaluation, we compared the effectiveness of the association paths identified by the shortest-path algorithms and those identified by the modified BFS algorithm. The purpose of the evaluation was to ascertain whether the shortest-path algorithms would be more useful for uncovering crime investigative leads. 

The paths identified by an algorithm may consist of links that are not useful for crime investigations.  With the concept space approach, a link between two entities is created if they co-occur in crime reports. However, a co-occurring association may not necessarily mean an important relationship between entities. For example, the shortest path algorithms identified three association paths for a kidnapping case with three source nodes: Juan (person), Jose (person), and West Van Buren (location)
:

(1) Juan – Jose 

(2) Juan – Maria – West Van Buren

(3) Jose – Maria – West Van Buren

Path (1) is useful because both Juan and Jose are listed in a report as victims in a kidnapping crime. Path (2) is considered to be nonuseful. Two reports describe the association between Juan and Maria: one records that Juan Balderaz's ex-wife was Maria Palma; the other indicates that Juan Rodriguez kidnapped Maria Molina’s daughter. The association between Maria and West Van Buren is recorded in another report which indicates that Maria Dillon lived at 3100 West Van Buren. Notice that the three Maria’s are different persons. Thus, the association path with Maria as the intermediate node cannot provide information about how Juan and West Van Buren are related. Path (3) is a useful path because one report indicates that Jose Carrasco’s friend was Maria Dillon, who lived at 3100 West Van Buren. 

To measure the effectiveness of our algorithms, we used a precision rate defined as follows:
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Because the modified BFS algorithm did not guarantee to identify the strongest association paths between entities, we predicted that the shortest-path algorithms could achieve a higher precision than the modified BFS algorithm. 

We randomly selected 30 pairs of source nodes from each of the kidnapping network and the narcotics network. Association paths were computed using both a shortest-path algorithm and the modified BFS algorithm. As shown in Table 2, the paths found by the modified BFS algorithm generally contain more intermediate links than a shortest-path algorithm. Which shortest-path algorithm was used is not important here because they always generate the same paths. 

A domain expert from the Tucson Police Department evaluated the resulting association paths. The expert had been serving in law enforcement for more than 30 years and had a substantial amount of experience in link analysis. For the results produced by an algorithm, he examined the 30 paths from each network by reading the original crime reports. He determined whether an association path was useful for generating investigative leads based on his past experience investigating similar crimes. It took 2.5-3 hours to complete the evaluation task for each network. The results show that on average the shortest-path algorithms identified more useful association paths than the modified BFS algorithm. Around 70% of the paths found by the shortest-path algorithms were considered useful for both networks. For modified BFS, in contrast, only 30% of the paths from the kidnapping network and 16.7% of the paths from the narcotics network were considered to be useful. Table 2 shows the precision rate of each algorithm. 
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The shortest-path algorithms can achieve a higher precision because they always select associations with high co-occurrence weights during link exploration. As discussed previously, a co-occurrence weight is a measure of how frequently two entities are related. Therefore, the more frequently two entities are associated, the less likely they are to be related by chance, and the more likely such an association will be useful for investigations. In contrast, the modified BFS algorithm produces arbitrary paths between entities. It is very likely that these paths contain unimportant associations, resulting in a low precision rate. 

Although promising, the shortest-path algorithms still failed to identify useful paths about 30% of the time. Based on our analysis of the nonuseful paths found by the shortest path algorithms, we categorized the reasons for the failures as follows (using the kidnapping network as an example):

· Some nodes in the networks do not represent unique entities. This situation often occurs for the person type. Usually, after a person’s full name is provided at the beginning of a crime report narrative, he/she is referred to only by the first name in later parts of the report. During network construction, the same first names extracted by the noun phraser from different reports are indiscriminately treated as one single node. As a result, a node (e.g., Maria) may not refer to a unique person but to different people with the same first name (e.g., Maria Palma, Maria Molina, Maria Dillon, etc.). This problem also exists for other types of entities such as vehicles, locations, and properties. For example, “white car” may refer to different white cars owned by different persons; “North 7th Street” includes a number of addresses on that particular street. A nonuseful association path may result if it contains such intermediate nodes. In our test bed, 54.2% of the nonuseful association paths fell into this category.

· Whether an entity is relevant or not depends on specific contexts. This problem seldom affects entities such as persons and addresses, because their presence in a crime report usually implies that they are relevant to that particular crime. Indeed, any person mentioned in a report has a role descriptor. For example, “sp” means suspect, “v” means victim, and “w” means witness. However, property entities may include any physical object that a person possesses. It is much more difficult to determine whether or not a property is relevant to a particular crime without considering the specific context of a crime. When a property is the target of a crime it usually is considered to be relevant. However, if a physical object is mentioned simply to describe the environment or a situation it is often treated as irrelevant. For example, a “cell phone” is a relevant property if it is stolen in a crime; it is irrelevant if a witness used his or her cell phone to report a crime to the police. Unlike a human, who can determine an entity’s relevance based on contextual clues, the noun phraser cannot examine texts semantically to distinguish between relevant and irrelevant entities. As a result, an association path will be nonuseful if it happens to include an irrelevant entity. Over 37% of the nonuseful paths had this problem.

· Two entities may have a “fake” relationship even though they are listed in the same report. A link is established when two entities appear together in the same document. However, this link may be a trivial association between the two entities. Usually, associations between a person and other entities (e.g., another person, vehicles, addresses, etc.) are less frequently subject to this problem. However, associations between entities other than persons are often less informative. For example, a link exists between “white Toyota” and “North 7th Street” because they are listed in the same report narrative. In this report, we found that a male driving a white Toyota car kidnapped the daughter of a person, who lived on North 7th Street. Such a link does not imply a useful relationship between these two entities but a “fake” one. Around 5% of the nonuseful paths fell into this category.
Result of this analysis suggests that the effectiveness of our algorithms may be improved if more appropriate entities and associations are extracted and used.

5.2.2 Simulation Experiment: Efficiency Issue

Our simulation experiment focused on the efficiency of the two shortest-path algorithms (modified PFS and two-tree PFS). We define the efficiency of an algorithm as its average execution time. The experiment was intended to ascertain which algorithm is more efficient for what type of networks in terms of network size and other structural characteristics.

To compare the efficiency of these two algorithms in the case of multiple source nodes, we varied the number of source nodes, k, from 2 to 5 in the simulations. We chose these numbers based on the observation from our pilot studies in which investigators usually used less than five source entities during an association search. Given a specific k, we randomly generated 100 cases using both algorithms for each network. The execution time for the algorithms was recorded and is presented in Table 3. 
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For all four values of k, the pairwise t-tests for the mean execution time suggest that two-tree PFS is significantly faster than PFS (p < 0.001) in the kidnapping network. However, PFS is significantly faster than the two-tree PFS algorithm (p < 0.01) in the narcotics network. Figure 5 presents the execution time plot with k = 5 for the kidnapping and narcotics networks, respectively. 
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The result from the kidnapping network is consistent with the findings in [18]. According to Helgason et al. [18], a two-tree algorithm usually is faster than one-tree algorithms. In their study, a shortest-path tree in a one-tree algorithm contains about 50% of the nodes in a network before the shortest path is found; whereas a two-tree algorithm can find the shortest path when its trees contain only 6% of the nodes. We found similar results in terms of the number of nodes contained in the shortest-path trees. For the kidnapping network, the one-tree PFS algorithm generated a tree containing 52% of the nodes, and the two-tree PFS algorithm generated two trees containing 14.7% of the nodes in total. For the narcotics network, the tree in the one-tree PFS algorithm contained 49.6% of the nodes, and the trees in the two-tree PFS algorithm only contained 3.9% of the nodes. 

However, the one-tree algorithm outperformed its two-tree counterpart in the narcotics network. Based on our analysis of the structural characteristics of both networks, we found that two factors might have caused this discrepancy. 

· Network size. As the size of a network increases, the size of the candidate set Q, which contains temporarily labeled nodes, also increases. It takes time to search and update the labels in Q when incident links of a node are explored. Therefore, when a network is large and the computational cost of processing the candidate sets becomes high, the two-tree algorithm will be inefficient. For the narcotics network (n = 4,257), the two candidate sets in the two-tree PFS algorithm together contained 120% of the total nodes, whereas the candidate set in the one-tree PFS algorithm contained only 47.9% of the total nodes. Thus, the time for processing the candidate sets in the two-tree PFS algorithm was much longer than the time spent in the one-tree PFS algorithm, causing the two-tree PFS algorithm to be slower.

· Network density. The density of a network is defined as the ratio of the total number of links to the possible number of links [27]. Thus, the density of an undirected network consisting of n nodes and m links is 2m/n(n-1). Network density may have an impact on the efficiency of a two-tree algorithm, which can find a shortest path only if the two trees have overlapping nodes. The lower the density of a network, the less likely two trees will overlap. In our experiment the density of the narcotics network is 0.08. This means that the two trees have overlapping nodes only 8% of the time and that the algorithm must spend more time growing the trees. The kidnapping network, in contrast, has a much higher density (0.66), causing the two-tree algorithm to be faster than the one-tree algorithm. 

Based on the analysis, we suggest that the two-tree PFS algorithm be used for small and dense networks. For large and sparse networks, the one-tree PFS algorithm is faster. 

6. CONCLUSIONS 

Effective and efficient link analysis techniques can assist investigation of organized crimes. With the help of such techniques, crime investigators may acquire better understanding of the interrelationships between offenders, thereby discovering new leads for investigation. 

In this paper, we proposed a link analysis technique that employs shortest-path algorithms (PFS and two-tree PFS) to identify the strongest associations between two or more entities in a criminal network. Modifications were made to the algorithms to solve the shortest-path computation problem for multiple source nodes. After a logarithmic transformation of the link weights, these shortest paths could identify the strongest associations between given entities.

Our evaluation study focused on the approach’s effectiveness and efficiency, both of which are desirable features of a sophisticated decision-support system. The results show that the shortest-path algorithms outperformed the typical association search approach (as represented by the modified BFS algorithm) of crime investigators in terms of effectiveness.  The association paths identified using the shortest-path algorithms were considered as useful about 70% of the time, as opposed to precision rates of 30% (for the kidnapping network) and 16.7% (for the narcotics network) with the modified BFS algorithm. The two shortest-path algorithms always produced identical results but the two-tree PFS algorithm was faster for the small and dense kidnapping network and the PFS algorithm was faster for the large and sparse narcotics network.

Analysis of the evaluation results suggests that the effectiveness might be improved by extracting more appropriate entities from texts and using them as network nodes. In our future research we will apply effective named-entity extraction techniques to replace our current noun phraser. We will also incorporate some domain-specific heuristics to help the system select only entities and associations that are considered useful by crime investigators. 
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	Modified BFS algorithm 

{This modified BFS algorithm computes the paths from the first node in K to every other node in K. K may contain multiple source nodes}

Begin

     Initialize: 

s = the 1st element of K; ps = s; {pi is the parent node of i}
 pi = 0  for all i(N, i ( s; 

T = {s}, L0 = {s}; {Li stores the current nodes}

i = 0; 
      while (Li ( Ø)   


 Li+1 = Ø;  {Li+1 stores the child nodes of the current nodes in Li}

             for each u ( Li do 


       {Explore a link only if its length is less than the threshold value 1, which 


        corresponds to link weight of 0.5 in the original, untransformed graph}


        for each (u, v) ( Out(u) such that luv < 1 do 

              if v ( T  then {Include v into the tree and set u as the parent of v}



        T = T ( {v};



        pv = u;



       Li+1 = Li+1 ( {v};



        end

end


i = i + 1;

if v ( K, then K = K-{v};

if (K = 
Ø)  break; {Stop when all source nodes in K are included in the tree}


      endwhile;

end.   


Figure 1. The modified BFS algorithm
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Figure 2. Two indirectly connected nodes (A and D)

	Modified PFS algorithm 

{This modified PFS algorithm computes the shortest paths from the first node in K to every other node in K}

Begin

     Initialize: 

s = the 1st element of K; ds = 0, ps = s; di = (,

 pi = 0  for all i(N, i ( s; 

T = {s}; Q = {s}.

while (K ( Ø)   {Search Q for the node with minimum distance to s} 

u = {i: di ( dj, i, j ( Q, i ( j}; 

Q = Q -{u};
{The shortest path between u and s has been found and u is added to T}
T = T ( {u};


for each (u, v) ( Out(u) such that du + luv < dv do



{Update the distance label of v}



dv = du + luv;  



pv = u;


if v ( Q then Q = Q ( {v};


end

if u ( K, then K = K-{u};



   endwhile;

end.   


Figure 3. The modified PFS algorithm

	Two-Tree PFS algorithm

{Two-tree PFS computes the shortest path between node s and node t}

Begin

Initialize:
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Ts = {s}; Qs = {s}; 
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 while (Ts( Tt = Ø) do {Search Qs for the node with minimum distance to s}

u = {i: 
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Qs = Qs-{u};

{The shortest path between u and s has been found and u is added to Ts}
Ts = Ts( {u};

{Examine outgoing links of u}


for each (u, v) ( Out(u)  such that 
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if v ( Qs then Qs = Qs ( {v};


end

{Search Qt for the node with minimum distance to t}

v = {i: 
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Qt = Qt-{v};

{The shortest path between v and t has been found and v is added to Tt}
Tt = Tt ( {v};

{Examine incoming links of v}


for each (u, v) ( In(v) such that 
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if u ( Qt then Qt = Qt ( {u};


end

    {Stopping criterion}
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    endwhile;

end.


Figure 4. The two-tree PFS algorithm
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(a) Results for the kidnapping network
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(b) Results for the narcotics network

Figure 5. Execution time scatter plot (k = 5)

	
	Number of reports
	Number of noun phrases extracted
	Network size (n)
	Number of links (m)
	Average number of links a node has

	Kidnapping
	271
	95,328
	280
	25,862
	92.4

	Narcotics
	3,572
	861,516
	4,257
	733,572
	172.3


Table1. Sample statistics of two networks

	Algorithm
	Average number of links in association paths
	Precision

	
	Kidnapping
	Narcotics
	Kidnapping
	Narcotics

	Shortest-path algorithms
	1.40
	2.06
	66.7%
	71.4%

	Modified BFS
	1.73
	12.50
	30.0%
	16.7%


Table 2. Effectiveness evaluation results

	Algorithm
	k = 2
	k = 3
	k = 4
	k = 5

	Modified PFS
	1.00

 (0.54)
	2.89 (0.97)
	6.00 

(1.26)
	10.67 

(2.09)

	Two-tree PFS
	0.35

 (0.19)
	0.95 (0.28)
	1.94 

(0.37)
	3.45 

(0.65)


(a) Results for the kidnapping network 

	Algorithm
	k = 2
	k = 3
	k = 4
	k = 5

	Modified PFS
	66.75

(27.06)
	194.05

(53.97)
	419.47

(61.91)
	661.10

(132.22)

	Two-tree PFS
	239.00

(132.00)
	709.50

(263.75)
	1,350.56

(348.70)
	2,322.28

(546.25)


 (b) Results for the narcotics network 

Table 3: Mean execution time (in seconds) for the two shortest-path algorithms

(Numbers in parentheses are standard deviations)

* Corresponding author. Tel.: +1-520-626-9239.


E-mail addresses: jxu@eller.arizona.edu (J. Xu), hchen@eller.arizona.edu (H. Chen).


� All entity names are scrubbed to ensure data confidentiality.





PAGE  
1

_1084327057.unknown

_1084327857.unknown

_1111139487.unknown

_1111370019.unknown

_1111872450.unknown

_1111872843.unknown

_1111375221.xls
Chart1

		773862		3123506

		567764		2057416

		613417		1905865

		787471		2369042

		532785		1699185

		753554		2410650

		757940		2156505

		814399		2519082

		758640		2960669

		572080		1862213

		547476		3108656

		745723		2490942

		680551		1483604

		682184		1779117

		705256		2309109

		674313		2228676

		650309		1385387

		772561		1585666

		628479		1645220

		519225		2288820

		505046		3338247

		716302		2614264

		884386		2148674

		830641		2303961

		693399		2971985

		557480		2482761

		675725		2741132

		467444		1995029

		686629		1531492

		717603		2264606

		634507		2316328

		580882		3287036

		664099		3315655

		703624		2359804

		780981		2917810

		656688		2536747

		653153		2295920

		632785		1950807

		371800		1863155

		626336		1600678

		453144		1923910

		411776		2455482

		688592		3404530

		745722		2778835

		495503		2481549

		582925		2426948

		711705		2658467

		702142		2514045

		272211		1633003

		567203		2111441

		698547		2190672

		688052		3371604

		696664		1967751

		599908		1390214

		639374		2431199

		596434		2131049

		930091		2060320

		666532		2047663

		990846		2612112

		594612		2368140

		783976		2321571

		822771		1523630

		789784		2966808

		694541		2424630

		492488		1182243

		726886		2718350

		726025		2652579

		773862		3123506

		613417		1905865

		532785		1699185

		757940		2156505

		758640		2960669

		547476		3108656

		680551		1483604

		705256		2309109

		650309		1385387

		628479		1645220

		505046		3338247

		884386		2148674

		693399		2971985

		675725		2741132

		686629		1531492

		634507		2316328

		664099		3315655

		780981		2917810

		653153		2295920

		371800		1863155

		453144		1923910

		688592		3404530

		495503		2481549

		711705		2658467

		272211		1633003

		698547		2190672

		696664		1967751

		639374		2431199

		930091		2060320

		666532		2047663

		990846		2612112



PFS

Two-tree PFS

Simulation case

Execution time (sec)



Data

		k =2		Dijkstra		PFS		2-tree PFS		K = 3		Dijkstra		PFS		2-tree PFS		k = 4		Dijkstra		PFS		2-tree PFS		k = 5		Dijkstra		PFS		2-tree PFS

				46045		21500		362577				970507		251692		867433				1740283		486410		1063637				2684513		773862		3123506

				319036		88894		276336				680782		218185		745732				1232954		392038		1103452				1842857		567764		2057416

				304516		92710		341517				553724		179842		326366				1282363		425485		1704813				1968993		613417		1905865

				34528		12147		193721				540596		191738		814779				1415029		436550		1221257				2659568		787471		2369042

				160765		60445		425745				612396		199098		736019				1158009		369116		1840594				1755965		532785		1699185

				308641		88985		335459				332015		110234		501501				1193288		391682		1243799				2462062		753554		2410650

				275715		92209		95073				682133		202123		900639				894691		296735		1254103				2490101		757940		2156505

				255247		88093		424043				549368		183767		425996				1367412		429030		1242056				2799203		814399		2519082

				280181		81945		184308				484757		179632		801460				1431351		493791		1610752				2590892		758640		2960669

				280252		77438		181664				502272		143741		1183945				1428246		423072		1511273				1829178		572080		1862213

				79471		28600		170468				801426		245793		702903				985267		322170		1229850				1684024		547476		3108656

				162197		54546		203875				539725		158982		1046002				1304844		480302		1591955				2487938		745723		2490942

				164060		64880		200190				547596		187993		498887				1840393		521730		1348204				2140633		680551		1483604

				145614		55037		168645				821569		239284		657049				1193078		363018		1516800				2245800		682184		1779117

				304907		90773		166573				451091		147896		525275				1155606		341958		848667				2276452		705256		2309109

				218786		75445		212728				848065		249249		942628				1870379		507290		2142104				2284964		674313		2228676

				292298		84247		249729				608661		174614		862926				1629358		462287		974913				2064226		650309		1385387

				108061		46415		72672				578088		188143		954515				1512124		475845		1391245				2552077		772561		1585666

				168806		52724		649538				474363		178509		617153				1330109		395463		701401				2054242		628479		1645220

				3825		1572		46936				657550		207790		712336				1238451		395613		1071488				1567612		519225		2288820

				327237		83778		306047				441657		133988		349919				1359401		399218		1749406				1618123		505046		3338247

				242830		76937		189285				666882		239886		529590				1267402								2242750		716302		2614264

				201292		71279		127879				930851		267785		800699												3094376		884386		2148674

				281443		97767		333466				492749		149629		529491												2836756		830641		2303961

				273182		77689		237302				987079		285399		1241927												2157537		693399		2971985

				261065		78219		127939				207610		75155		263148												1799145		557480		2482761

				361906		95333		219106				310003		108732		471439												2141964		675725		2741132

				335740		93961		710553				899528		259533		779069												1286959		467444		1995029

				171430		60024		187602				195053		80733		253794												2347212		686629		1531492

				305047		90987		245613				446895		145674		288844												2388569		717603		2264606

				24575		10494		38664				803443		234873		467013												2071426		634507		2316328

				10105		4997		85810				876345		254486		666762												1863826		580882		3287036

				288092		85270		308351				820497		240136		716472												2263684		664099		3315655

				14069		8042		298046				373392		135940		936059												2051418		703624		2359804

				328439		85820		142980				368445		122681		493800												2606905		780981		2917810

				224234		80743		141568				856528		263889		1114027												1912874		656688		2536747

				262156		94622		285940				678148		204887		869706												2126713		653153		2295920

				186801		59103		182155				740345		213608		892718												1792936		632785		1950807

				81594		35669		216373				982394		287051		1288802												1090665		371800		1863155

				307149		93181		365000				556588		183046		442549												1913795		626336		1600678

				268686		78419		322872				671218		200661		777767												1313796		453144		1923910

				225966		72010		162377				677407		223823		801921												1142497		411776		2455482

				160414		59123		316302				554796																2312724		688592		3404530

				264750		86822		467103																				2405283		745722		2778835

				289735		78400		187922																				1373330		495503		2481549

				81634		38544		138654																				1773059		582925		2426948

				292850		93230		355747																				2145780		711705		2658467

				229231		71079		313178																				2302949		702142		2514045

				202663		61446		69888																				808189		272211		1633003

				155928		58361		156499																				1660602		567203		2111441

				323282		91068		227177																				2332321		698547		2190672

				384287		94843		253184																				2205103		688052		3371604

				238463		71921		343260																				2271976		696664		1967751

				307169		84508		329291																				1840794		599908		1390214

				220748		61947		352393																				2071896		639374		2431199

				5517		2444		59593																				1884915		596434		2131049

				90527		34478		112227																				3122425		930091		2060320

				95744		38974		69147																				2037198		666532		2047663

				241057		84057		331984																				3253608		990846		2612112

				239846		60234		215661																				1712213		594612		2368140

				246435		81464		83086																				2579026		783976		2321571

				319527		92459																						2740751		822771		1523630

																												2591643		789784		2966808

																												2161962		694541		2424630

																												1413046		492488		1182243
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Sheet2

		k = 2														Algorithm		k = 2		k = 3		k = 4		k = 5

		Dijkstra				PFS				2-tree PFS						Dijkstra		214287.032258065		622663.651162791		1355910.81818182		2126296.71428571

																		100826.031268434		205323.348778606		247719.278338287		501306.414749308

		Mean		214287.032258065		Mean		66747.5967741935		Mean		239000.344262295				PFS		66747.5967741935		194045.238095238		419466.80952381		661097.979591837

		Standard Error		12804.9187760163		Standard Error		3436.80041542		Standard Error		16902.0051785807						27061.3935324238		53969.5212001744		61911.3216436373		132220.878566069

		Median		240451.5		Median		77187.5		Median		215661				Two-tree PFS		239000.344262295		709501.428571429		1350560.42857143		2322280.06122449

		Mode				Mode				Mode								132008.880468182		263745.684263768		348697.100478563		546252.67158734

		Standard Deviation		100826.031268434		Standard Deviation		27061.3935324238		Standard Deviation		132008.880468182

		Sample Variance		10165888581.3432		Sample Variance		732319019.916711		Sample Variance		17426344522.4628				Algorithm		k = 2		k = 3		k = 4		k = 5

		Kurtosis		-0.5531575652		Kurtosis		0.1751002962		Kurtosis		2.5180352538				Dijkstra		214,287.03		622,663.65		1,355,910.82		2,126,296.71

		Skewness		-0.6713760477		Skewness		-1.0714837209		Skewness		1.1776181489						(100,826.03)		(205,323.35)		(247,719.28)		(501,306.41)

		Range		380462		Range		96195		Range		671889				PFS		66,747.60		194,045.24		419,466.81		661,097.98

		Minimum		3825		Minimum		1572		Minimum		38664						(27,061.39)		(53,969.52)		(61,911.32)		(132,220.88)

		Maximum		384287		Maximum		97767		Maximum		710553				Two-tree PFS		239,000.34		709,501.43		1,350,560.43		2,322,280.06

		Sum		13285796		Sum		4138351		Sum		14579021						(132,008.88)		(263,745.68)		(348,697.10)		(546,252.67)

		Count		62		Count		62		Count		61

		k = 3

		Dijkstra				PFS				2-tree PFS

		Mean		622663.651162791		Mean		194045.238095238		Mean		709501.428571429

		Standard Error		31311.5171446402		Standard Error		8327.6779170371		Standard Error		40696.8426199435

		Median		608661		Median		195418		Median		726245.5

		Mode				Mode				Mode

		Standard Deviation		205323.348778606		Standard Deviation		53969.5212001744		Standard Deviation		263745.684263768

		Sample Variance		42157677553.6611		Sample Variance		2912709218.57608		Sample Variance		69561785967.763

		Kurtosis		-0.578429575		Kurtosis		-0.524364752		Kurtosis		-0.4488499718

		Skewness		-0.0230172651		Skewness		-0.30861482		Skewness		0.2049937964

		Range		792026		Range		211896		Range		1035008

		Minimum		195053		Minimum		75155		Minimum		253794

		Maximum		987079		Maximum		287051		Maximum		1288802

		Sum		26774537		Sum		8149900		Sum		29799060

		Count		43		Count		42		Count		42

		k = 4

		Dijkstra				PFS				2-tree PFS

		Mean		1355910.81818182		Mean		419466.80952381		Mean		1350560.42857143

		Standard Error		52813.9275968176		Standard Error		13510.1579907965		Standard Error		76091.9455978399

		Median		1317476.5		Median		423072		Median		1254103

		Mode				Mode				Mode

		Standard Deviation		247719.278338287		Standard Deviation		61911.3216436373		Standard Deviation		348697.100478563

		Sample Variance		61364840860.4416		Sample Variance		3833011747.66191		Sample Variance		121589667882.157

		Kurtosis		0.263716468		Kurtosis		-0.6681666722		Kurtosis		0.0504838287

		Skewness		0.5299438869		Skewness		-0.1570478794		Skewness		0.3144603796

		Range		975688		Range		224995		Range		1440703

		Minimum		894691		Minimum		296735		Minimum		701401

		Maximum		1870379		Maximum		521730		Maximum		2142104

		Sum		29830038		Sum		8808803		Sum		28361769

		Count		22		Count		21		Count		21

		k = 5

		Dijkstra				PFS				2-tree PFS

		Mean		2126296.71428571		Mean		661097.979591837		Mean		2322280.06122449

		Standard Error		50639.5950459359		Standard Error		13356.3256926443		Standard Error		55179.8526172394

		Median		2143872		Median		678138		Median		2309109

		Mode		2684513		Mode		773862		Mode		3123506

		Standard Deviation		501306.414749308		Standard Deviation		132220.878566069		Standard Deviation		546252.67158734

		Sample Variance		251308121468.805		Sample Variance		17482360728.7831		Sample Variance		298391981216.306

		Kurtosis		0.4278968345		Kurtosis		1.1193372402		Kurtosis		-0.6158173333

		Skewness		-0.2263295559		Skewness		-0.3508026887		Skewness		0.1783182385

		Range		2445419		Range		718635		Range		2222287

		Minimum		808189		Minimum		272211		Minimum		1182243

		Maximum		3253608		Maximum		990846		Maximum		3404530

		Sum		208377078		Sum		64787602		Sum		227583446

		Count		98		Count		98		Count		98
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		k=2

		Column1				Column2				Column3

		Mean		1170.36		Mean		1000.79		Mean		351.27

		Standard Error		62.706255258		Standard Error		54.3107599418		Standard Error		18.677339238

		Median		1302		Median		1101.5		Median		340

		Mode		841		Mode		1582		Mode		30

		Standard Deviation		627.0625525803		Standard Deviation		543.1075994179		Standard Deviation		186.7733923797

		Sample Variance		393207.444848485		Sample Variance		294965.864545455		Sample Variance		34884.3001010101

		Kurtosis		-1.1597184724		Kurtosis		-0.8986960752		Kurtosis		-0.7077960998

		Skewness		-0.2855289301		Skewness		-0.1355805906		Skewness		0.2921330581

		Range		2264		Range		2323		Range		751

		Minimum		20		Minimum		10		Minimum		30

		Maximum		2284		Maximum		2333		Maximum		781

		Sum		117036		Sum		100079		Sum		35127

		Count		100		Count		100		Count		100

		k=3

		Column1				Column2				Column3

		Mean		3388.18		Mean		2886.79		Mean		946.22

		Standard Error		116.2660362611		Standard Error		96.7725212427		Standard Error		28.3530682785

		Median		3279.5		Median		2789		Median		946

		Mode		3074		Mode		2604		Mode		741

		Standard Deviation		1162.6603626115		Standard Deviation		967.7252124274		Standard Deviation		283.5306827855

		Sample Variance		1351779.11878788		Sample Variance		936492.086767677		Sample Variance		80389.648080808

		Kurtosis		-0.1610644329		Kurtosis		-0.1324733537		Kurtosis		-0.2076599765

		Skewness		-0.2458770631		Skewness		-0.2924464323		Skewness		0.3255980446

		Range		5107		Range		4306		Range		1342

		Minimum		621		Minimum		541		Minimum		421

		Maximum		5728		Maximum		4847		Maximum		1763

		Sum		338818		Sum		288679		Sum		94622

		Count		100		Count		100		Count		100

		k=4

		Column1				Column2				Column3

		Mean		7082.6		Mean		6004.24		Mean		1939.97

		Standard Error		151.7343871455		Standard Error		125.9681819053		Standard Error		37.3194521136

		Median		7075		Median		5963		Median		1942.5

		Mode		7831		Mode		5557		Mode		2463

		Standard Deviation		1517.3438714551		Standard Deviation		1259.6818190529		Standard Deviation		373.1945211362

		Sample Variance		2302332.42424242		Sample Variance		1586798.28525252		Sample Variance		139274.150606061

		Kurtosis		0.1845517524		Kurtosis		0.3376547151		Kurtosis		-0.4429670847

		Skewness		0.1008655602		Skewness		0.1387638435		Skewness		0.1663181321

		Range		7862		Range		6660		Range		1733

		Minimum		2994		Minimum		2603		Minimum		1121

		Maximum		10856		Maximum		9263		Maximum		2854

		Sum		708260		Sum		600424		Sum		193997

		Count		100		Count		100		Count		100

		k=5

		Column1				Column2				Column3

		Mean		12263.82		Mean		10669.57		Mean		3447.88

		Standard Error		242.5539720757		Standard Error		209.2779632692		Standard Error		65.4241488174

		Median		12252.5		Median		10604.5		Median		3455

		Mode		10795		Mode		9063		Mode		3465

		Standard Deviation		2425.5397207569		Standard Deviation		2092.7796326919		Standard Deviation		654.2414881743

		Sample Variance		5883242.9369697		Sample Variance		4379726.5910101		Sample Variance		428031.924848484

		Kurtosis		-0.6777605881		Kurtosis		-0.3914286452		Kurtosis		1.4890161602

		Skewness		-0.1683283794		Skewness		-0.2226602022		Skewness		0.3922663601

		Range		10755		Range		9212		Range		4006

		Minimum		5999		Minimum		5198		Minimum		1942

		Maximum		16754		Maximum		14410		Maximum		5948

		Sum		1226382		Sum		1066957		Sum		344788

		Count		100		Count		100		Count		100





data

		Kidnapping		k=2		Dijkstra		PFS		PFS2		k=3		Dijkstra		PFS		PFS2		k=4		Dijkstra		PFS		Two-Tree PFS		k=5		Dijkstra		PFS		PFS2

						1572		1131		561				3014		2564		1302				7951		6509		2463				7580		5198		3064

						531		431		490				2924		2463		1132				5628		4777		1722				10765		9063		4496

						20		10		30				3635		3255		450				6640		5658		1832				7470		6530		1972

						1232		1102		640				2003		1732		431				5978		4987		1412				14050		11786		3535

						2003		1733		300				3074		2604		731				4457		3765		1512				13269		11416		3465

						1282		1051		701				3825		3345		961				5588		4857		1261				14670		12488		2914

						2284		1942		291				2073		1793		741				6890		5858		1923				8872		7501		1942

						601		530		401				3224		2824		481				6158		5298		1812				11767		10164		4697

						2133		1822		631				2874		2584		821				6510		5517		1432				9393		9153		2503

						1432		1242		621				3164		2664		951				7431		6328		2023				11056		9393		2413

						1061		892		150				651		571		421				5538		4697		1632				15882		14010		3645

						961		811		521				971		871		992				7480		6329		2354				13138		11356		3365

						1462		1282		290				2853		2434		901				7009		5889		1952				8952		7901		2544

						1612		1382		421				4186		3545		1021				7831		6619		1963				11947		10424		3075

						591		581		360				3385		2814		711				8061		6900		1682				15521		13599		5037

						551		481		230				4456		3756		751				10575		8973		2463				8923		7901		3685

						1692		1432		491				4055		3465		691				8432		7150		2093				10415		9222		3626

						1712		1462		781				4897		4106		991				9043		7650		2364				11446		9923		3676

						321		270		161				4376		3685		1152				3715		3174		1452				9583		8462		3485

						610		551		140				3295		2753		751				9243		7791		2003				11155		9804		3635

						852		681		40				2824		2384		921				7180		6068		2033				13479		11626		4286

						1712		1322		340				2333		2053		621				5027		4316		1603				15482		13358		3505

						701		591		230				2974		2484		721				5898		5097		2303				14661		12758		3925

						191		170		140				4596		3875		1592				7130		6119		1812				12187		10535		2844

						1853		2333		761				3034		2604		901				5368		4506		2013				9593		8342		3124

						1482		1242		420				621		541		921				8992		7661		2153				13059		11305		3415

						451		451		370				5087		4276		1322				5518		4666		1392				10795		9403		2284

						160		151		130				3294		2844		1082				7551		6389		2143				10474		9073		4056

						350		301		220				3795		3285		741				7530		5738		2203				16312		14200		3225

						781		681		160				3274		2804		701				8042		6829		2173				11886		10505		3765

						982		851		250				2484		2103		851				7351		6128		2103				12318		10674		2965

						1612		1392		361				4045		3415		1763				9253		7390		2273				10394		9113		3094

						2073		1732		691				2994		2574		1331				6670		5668		1642				10815		9474		4195

						1873		1582		621				5108		4265		1182				8242		6949		2464				15442		14290		3986

						100		80		90				3896		3304		601				7881		6649		1702				11466		9934		3324

						1072		901		331				3074		2584		1232				6740		5738		1662				7731		6890		2333

						120		80		150				1692		1502		771				6549		5578		2193				10975		10004		4156

						2013		1812		281				4236		3655		1072				5858		5017		1613				12998		11196		3154

						1051		922		560				3995		3375		1001				7140		6088		2243				13509		11526		2564

						801		731		251				4477		3775		1011				6760		5688		1532				10945		9574		3925

						1973		1762		320				2874		2414		941				7280		6179		1852				10344		9063		3054

						1893		1602		301				4877		4116		931				7831		6710		1922				11837		10264		3756

						60		50		110				5728		4847		1161				6870		5748		1702				14780		12678		3675

						1923		1602		471				3175		2634		1371				4276		3655		1432				13920		11956		3345

						130		110		130				792		721		590				7441		6319		1672				15692		13599		3214

						1903		1592		611				5118		4356		831				5878		5047		2083				11006		10474		3175

						1492		1252		300				3755		3245		981				5858		4977		1512				9763		8763		3224

						1312		1162		430				3715		3114		1052				7541		6379		1672				14621		12597		3365

						721		451		340				3124		2674		861				6860		5818		1422				10495		9203		2663

						1042		871		591				4366		3686		831				5768		4897		2193				14400		12318		2673

						1672		1422		691				3204		2724		1332				7440		6359		2313				13139		11215		3105

						1562		1352		371				3345		2853		1032				9854		8432		2463				13939		12227		4467

						841		711		340				3655		3124		1132				10856		9232		1633				13518		11747		3184

						371		340		391				2604		2463		1122				7690		6490		1642				10715		9303		3465

						410		351		180				2944		2593		922				6489		5518		1392				11116		9533		3345

						1522		1252		531				2513		2163		1212				7250		6178		2474				12707		11085		3905

						220		190		111				3054		2624		501				7090		6028		1933				10996		9683		3485

						2042		1743		461				1141		1012		1412				8342		7160		2012				15462		13318		4006

						1562		1281		191				4336		3655		981				6580		5557		2854				14160		13469		4296

						841		741		30				3906		3685		581				6700		5688		1822				7550		6559		3445

						841		741		301				3504		3005		570				8622		7310		2003				9824		8642		4206

						1111		931		111				3065		2633		1322				9273		7791		2383				14570		12147		3045

						370		331		200				1913		1672		631				8192		6920		1812				13929		11746		3696

						70		50		100				2564		2293		1121				8542		7280		2013				8702		7610		3225

						1142		961		511				2244		1902		491				6840		5898		1913				11987		10384		4136

						1372		1161		461				4046		3394		1222				7270		6268		1733				16253		14029		3986

						981		842		160				881		781		822				8352		7049		2314				10004		8692		3074

						641		561		370				4987		4025		1252				8481		7140		2113				13860		11766		4166

						1412		1202		80				4837		4115		631				6169		5247		2023				16072		13950		2564

						1582		1362		180				3285		2774		1231				5288		4476		1121				14991		12797		3786

						1723		1462		450				3575		3065		961				5758		5568		2233				16703		14360		3996

						741		661		30				4146		3475		1272				5458		4657		1572				12667		11086		2814

						2033		1783		230				4015		3305		1041				9683		8202		1983				13719		12017		3345

						1442		1222		490				1612		1342		681				8251		7000		2083				15251		13098		3335

						1743		1472		320				4356		3716		1221				4466		3795		1292				8922		7931		3505

						1462		1182		611				2183		1793		601				5358		4616		1552				12588		10955		2894

						1312		1101		190				2263		1963		801				5057		4336		2203				15712		13689		3475

						1483		1211		601				4416		3775		972				6650		5557		1773				5999		5387		2624

						250		251		260				5617		4707		1092				8752		7481		2022				13729		11927		4065

						1682		1442		281				5437		4627		851				5598		4747		1272				11607		10004		2864

						1292		1091		170				4837		4105		711				5307		4597		1562				13629		12207		3434

						1813		1492		310				2834		2343		561				7711		6539		2123				13489		11637		3735

						291		260		561				2394		2042		952				10845		9263		2724				10855		9704		5948

						431		430		351				4045		3445		851				6589		5427		2804				15241		12978		4457

						1752		1502		451				2794		2414		1322				6610		5557		1913				9323		8351		4356

						501		440		351				3494		3035		731				8942		7090		1863				11927		10274		2965

						1362		1161		331				3625		3114		1102				8272		7160		2583				10795		9373		2083

						1492		1222		620				3034		2594		1131				6619		5678		1883				12347		10925		3645

						1202		991		261				3105		2753		661				6429		5388		1972				16754		14410		3975

						1902		1593		540				3075		2573		1302				8442		7050		2223				13139		11506		2984

						1853		1582		401				1412		1232		641				4406		3906		1362				9223		8071		3645

						1912		1593		190				3114		2604		801				5627		4917		2514				15392		13348		3616

						50		40		90				5217		4356		1082				6148		5238		1912				13468		11416		3465

						1903		1582		411				4776		3956		741				8142		6879		2514				10955		9514		3905

						1922		1693		440				3134		2634		901				7530		6269		1612				9423		8352		3835

						1593		1321		411				2283		1943		1402				6580		5497		2624				10635		9073		3325

						1432		1182		711				5448		4556		1282				7060		6149		2243				14290		12387		3735

						1291		1072		240				5077		4316		971				2994		2603		1863				14591		12657		3415

						461		400		411				4867		4056		1642				9914		8282		2072				10054		9033		2924

						1803		1522		430				2313		2013		551				7301		6218		1613				13228		11396		2794
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Dijkstra

PFS

Two-tree PFS

simulation iterations

time (sec)



Sheet3

		k=2		k=3		k=4		k=5				PFS		PFS2		k=3				PFS		PFS2		k=4				PFS		PFS2		k=5				PFS		PFS2

		1572		3014		7951		7580				1131		561						2564		1302						6509		2463						5198		3064

		531		2924		5628		10765				431		490						2463		1132						4777		1722						9063		4496

		20		3635		6640		7470				10		30						3255		450						5658		1832						6530		1972

		1232		2003		5978		14050				1102		640						1732		431						4987		1412						11786		3535

		2003		3074		4457		13269				1733		300						2604		731						3765		1512						11416		3465

		1282		3825		5588		14670				1051		701						3345		961						4857		1261						12488		2914

		2284		2073		6890		8872				1942		291						1793		741						5858		1923						7501		1942

		601		3224		6158		11767				530		401						2824		481						5298		1812						10164		4697

		2133		2874		6510		9393				1822		631						2584		821						5517		1432						9153		2503

		1432		3164		7431		11056				1242		621						2664		951						6328		2023						9393		2413

		1061		651		5538		15882				892		150						571		421						4697		1632						14010		3645

		961		971		7480		13138				811		521						871		992						6329		2354						11356		3365

		1462		2853		7009		8952				1282		290						2434		901						5889		1952						7901		2544

		1612		4186		7831		11947				1382		421						3545		1021						6619		1963						10424		3075

		591		3385		8061		15521				581		360						2814		711						6900		1682						13599		5037

		551		4456		10575		8923				481		230						3756		751						8973		2463						7901		3685

		1692		4055		8432		10415				1432		491						3465		691						7150		2093						9222		3626

		1712		4897		9043		11446				1462		781						4106		991						7650		2364						9923		3676

		321		4376		3715		9583				270		161						3685		1152						3174		1452						8462		3485

		610		3295		9243		11155				551		140						2753		751						7791		2003						9804		3635

		852		2824		7180		13479				681		40						2384		921						6068		2033						11626		4286

		1712		2333		5027		15482				1322		340						2053		621						4316		1603						13358		3505

		701		2974		5898		14661				591		230						2484		721						5097		2303						12758		3925

		191		4596		7130		12187				170		140						3875		1592						6119		1812						10535		2844

		1853		3034		5368		9593				2333		761						2604		901						4506		2013						8342		3124

		1482		621		8992		13059				1242		420						541		921						7661		2153						11305		3415

		451		5087		5518		10795				451		370						4276		1322						4666		1392						9403		2284

		160		3294		7551		10474				151		130						2844		1082						6389		2143						9073		4056

		350		3795		7530		16312				301		220						3285		741						5738		2203						14200		3225

		781		3274		8042		11886				681		160						2804		701						6829		2173						10505		3765

		982		2484		7351		12318				851		250						2103		851						6128		2103						10674		2965

		1612		4045		9253		10394				1392		361						3415		1763						7390		2273						9113		3094

		2073		2994		6670		10815				1732		691						2574		1331						5668		1642						9474		4195

		1873		5108		8242		15442				1582		621						4265		1182						6949		2464						14290		3986

		100		3896		7881		11466				80		90						3304		601						6649		1702						9934		3324

		1072		3074		6740		7731				901		331						2584		1232						5738		1662						6890		2333

		120		1692		6549		10975				80		150						1502		771						5578		2193						10004		4156

		2013		4236		5858		12998				1812		281						3655		1072						5017		1613						11196		3154

		1051		3995		7140		13509				922		560						3375		1001						6088		2243						11526		2564

		801		4477		6760		10945				731		251						3775		1011						5688		1532						9574		3925

		1973		2874		7280		10344				1762		320						2414		941						6179		1852						9063		3054

		1893		4877		7831		11837				1602		301						4116		931						6710		1922						10264		3756

		60		5728		6870		14780				50		110						4847		1161						5748		1702						12678		3675

		1923		3175		4276		13920				1602		471						2634		1371						3655		1432						11956		3345

		130		792		7441		15692				110		130						721		590						6319		1672						13599		3214

		1903		5118		5878		11006				1592		611						4356		831						5047		2083						10474		3175

		1492		3755		5858		9763				1252		300						3245		981						4977		1512						8763		3224

		1312		3715		7541		14621				1162		430						3114		1052						6379		1672						12597		3365

		721		3124		6860		10495				451		340						2674		861						5818		1422						9203		2663

		1042		4366		5768		14400				871		591						3686		831						4897		2193						12318		2673

		1672		3204		7440		13139				1422		691						2724		1332						6359		2313						11215		3105

		1562		3345		9854		13939				1352		371						2853		1032						8432		2463						12227		4467

		841		3655		10856		13518				711		340						3124		1132						9232		1633						11747		3184

		371		2604		7690		10715				340		391						2463		1122						6490		1642						9303		3465

		410		2944		6489		11116				351		180						2593		922						5518		1392						9533		3345

		1522		2513		7250		12707				1252		531						2163		1212						6178		2474						11085		3905

		220		3054		7090		10996				190		111						2624		501						6028		1933						9683		3485

		2042		1141		8342		15462				1743		461						1012		1412						7160		2012						13318		4006

		1562		4336		6580		14160				1281		191						3655		981						5557		2854						13469		4296

		841		3906		6700		7550				741		30						3685		581						5688		1822						6559		3445

		841		3504		8622		9824				741		301						3005		570						7310		2003						8642		4206

		1111		3065		9273		14570				931		111						2633		1322						7791		2383						12147		3045

		370		1913		8192		13929				331		200						1672		631						6920		1812						11746		3696

		70		2564		8542		8702				50		100						2293		1121						7280		2013						7610		3225

		1142		2244		6840		11987				961		511						1902		491						5898		1913						10384		4136

		1372		4046		7270		16253				1161		461						3394		1222						6268		1733						14029		3986

		981		881		8352		10004				842		160						781		822						7049		2314						8692		3074

		641		4987		8481		13860				561		370						4025		1252						7140		2113						11766		4166

		1412		4837		6169		16072				1202		80						4115		631						5247		2023						13950		2564

		1582		3285		5288		14991				1362		180						2774		1231						4476		1121						12797		3786

		1723		3575		5758		16703				1462		450						3065		961						5568		2233						14360		3996

		741		4146		5458		12667				661		30						3475		1272						4657		1572						11086		2814

		2033		4015		9683		13719				1783		230						3305		1041						8202		1983						12017		3345

		1442		1612		8251		15251				1222		490						1342		681						7000		2083						13098		3335

		1743		4356		4466		8922				1472		320						3716		1221						3795		1292						7931		3505

		1462		2183		5358		12588				1182		611						1793		601						4616		1552						10955		2894

		1312		2263		5057		15712				1101		190						1963		801						4336		2203						13689		3475

		1483		4416		6650		5999				1211		601						3775		972						5557		1773						5387		2624

		250		5617		8752		13729				251		260						4707		1092						7481		2022						11927		4065

		1682		5437		5598		11607				1442		281						4627		851						4747		1272						10004		2864

		1292		4837		5307		13629				1091		170						4105		711						4597		1562						12207		3434

		1813		2834		7711		13489				1492		310						2343		561						6539		2123						11637		3735

		291		2394		10845		10855				260		561						2042		952						9263		2724						9704		5948

		431		4045		6589		15241				430		351						3445		851						5427		2804						12978		4457

		1752		2794		6610		9323				1502		451						2414		1322						5557		1913						8351		4356

		501		3494		8942		11927				440		351						3035		731						7090		1863						10274		2965

		1362		3625		8272		10795				1161		331						3114		1102						7160		2583						9373		2083

		1492		3034		6619		12347				1222		620						2594		1131						5678		1883						10925		3645

		1202		3105		6429		16754				991		261						2753		661						5388		1972						14410		3975

		1902		3075		8442		13139				1593		540						2573		1302						7050		2223						11506		2984

		1853		1412		4406		9223				1582		401						1232		641						3906		1362						8071		3645

		1912		3114		5627		15392				1593		190						2604		801						4917		2514						13348		3616

		50		5217		6148		13468				40		90						4356		1082						5238		1912						11416		3465

		1903		4776		8142		10955				1582		411						3956		741						6879		2514						9514		3905

		1922		3134		7530		9423				1693		440						2634		901						6269		1612						8352		3835

		1593		2283		6580		10635				1321		411						1943		1402						5497		2624						9073		3325

		1432		5448		7060		14290				1182		711						4556		1282						6149		2243						12387		3735

		1291		5077		2994		14591				1072		240						4316		971						2603		1863						12657		3415

		461		4867		9914		10054				400		411						4056		1642						8282		2072						9033		2924

		1803		2313		7301		13228				1522		430						2013		551						6218		1613						11396		2794
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